
The Exhale Studies Privacy Notice 

Last updated April 2024 

When you visit our website http://www.exhalestudies.com (the "Website"), and more generally, 
use any of our services (the "Services", which include the Website), we appreciate that you are 
trusting us with your personal information.  

Areteia Inc ("Areteia", "we", "us", "our") takes your privacy very seriously and wants you to be 
familiar with how we collect, use and disclose information and do so in accordance with laws 
applicable to our business. 

Please read this Privacy Notice and any other privacy notice or fair processing notice we may 
provide on specific occasions carefully, as it is meant to help you understand what information we 
collect, why we collect it, and how you can update, manage, export and delete your information.  

Our processing activities may be more limited in some jurisdictions due to the restrictions of their 
laws. For example, the laws of a particular country may limit the types of personal information we 
can collect or the manner in which we process that personal information. In those instances, we 
may adjust our internal policies and/or practices to adapt to the requirements of local law. 

If there are any terms in this privacy notice that you do not agree with, please discontinue use of 
our Services immediately. 

This Privacy Notice supplements the other notices and is not intended to override them. 
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1.  Introduction 

This Privacy Notice describes our practices in connection with any information that we collect, 

including through the  website operated by CSSi exhalestudies.com,  a website dedicated to 

physician education.  

https://urldefense.proofpoint.com/v2/url?u=https-3A__linkprotect.cudasvc.com_url-3Fa-3Dhttp-253a-252f-252fexhalestudies.com-26c-3DE-2C1-2Ch2xacd1Ujwq4KkoYe8653oRvi1OVs-5Fj1EnJdA91ofxvApZ1JD4ExRMBOJ8GuvJR5n4vT-2DiRu0VeKDSqy3tRBVCm0GIo-2DXS-2DZtm3qCAc0IKuJLifiWH5gGw-2C-2C-26typo-3D1&d=DwMFAg&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=JCt2eW9hmjGRDcWg4-9RD4SdMUrc8yD6XNSPsQgX3ALGETmfoFWBRGSTEaGx8emU&m=2lmNXBNfYuhJRhRjY2t1sUBar5EMyMGTueMVOGyPkQ3yztTBxUvqY0Rr-OiVwgYh&s=RPXeRAo9ObCKNR-8MIX3j1h-xrNQLkQ2f752qnpxzW8&e=


Exhale Studies means a global Phase 3 study for the development of the first potential oral drug 

for eosinophilic asthma with the lead drug candidate being dexpramipexole, a first-in-class oral 

eosinophil maturation inhibitor. 

2. Who is CSSi 

Clinical Site Services, LLC, doing business as CSSi is the operator of the exhalestudies.com 

website and processes your personal data as a processor acting on behalf of Areteia 

Therapeutics, who is the controller of your personal data for the purposes of this Privacy Notice. 

For other activities, such as the use of cookies on the website, CSSi is considered the 

Controller, as explained in their Cookie Notice.  

3. Who are we? 

Areteia Therapeutics, Inc. (areteiatx.com) is a clinical stage biotechnology company whose 

purpose is to develop and deliver novel Inflammation and Immunology (I&I) therapies we are the 

Controller of your personal information in respect of the EEA and UK privacy law. 

4. Our contact details.  

If you have questions or comments about this notice, you may contact our Data Protection 

Officer (DPO), Data Protection Officer, by email at dpoaas@grcilaw.com. Alternatively, contact 

the Areteia Privacy Team: 

By email: info@areteiatx.com 

By mail: Areteia Therapeutics, Inc.  101 Glen Lennox Dr, Suite 300, Chapel Hill, NC 27517, USA 

5. Data protection officer (DPO)  

We have appointed GRCI Law Limited as our DPO, who is responsible for overseeing questions 

in relation to this privacy notice. If you have any questions about this privacy notice, our privacy 

practices or how we handle your personal data, please contact our DPO at 

dpoaas@grcilaw.com.  

6. What is meant by personal data or personal information? 

Personal data (also called personal information) is information which identifies you as an 

individual, for example your name, address, bank account details, internet protocol (IP) address, 

username or another identifier. 

https://urldefense.proofpoint.com/v2/url?u=https-3A__linkprotect.cudasvc.com_url-3Fa-3Dhttp-253a-252f-252fexhalestudies.com-26c-3DE-2C1-2Ch2xacd1Ujwq4KkoYe8653oRvi1OVs-5Fj1EnJdA91ofxvApZ1JD4ExRMBOJ8GuvJR5n4vT-2DiRu0VeKDSqy3tRBVCm0GIo-2DXS-2DZtm3qCAc0IKuJLifiWH5gGw-2C-2C-26typo-3D1&d=DwMFAg&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=JCt2eW9hmjGRDcWg4-9RD4SdMUrc8yD6XNSPsQgX3ALGETmfoFWBRGSTEaGx8emU&m=2lmNXBNfYuhJRhRjY2t1sUBar5EMyMGTueMVOGyPkQ3yztTBxUvqY0Rr-OiVwgYh&s=RPXeRAo9ObCKNR-8MIX3j1h-xrNQLkQ2f752qnpxzW8&e=
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mailto:dpoaas@grcilaw.com


Some personal data is especially sensitive and therefore requires greater protection. This data 

is referred to as sensitive or special category data which includes information regarding your 

health, religious or philosophical beliefs, race, or ethnicity to provide a few examples. 

7. How we get the information about you  

7.1 From you directly: We collect personal information that you voluntarily provide to us when 

you express an interest in obtaining information about us or our Services, when you 

participate in activities on the Website or otherwise when you contact us. 

7.2 Information Collected through Technical means:  

• indirectly, such as your browsing activity while on our website; we will usually collect 

information indirectly using the technologies explained in the Cookie Notice. 

• When you visit our website and its subdomains as referenced above, and the landing 

pages of marketing campaigns that we may create and run from time to time. 

7.3 Information we receive from public sources.  

• We may collect Information about you from publicly available sources, including any 

social media platforms such as LinkedIn, public websites and public agencies. 

The personal information that we collect depends on the context of your interactions with us and 

the website, the choices you make and the features you use.  

8. The types of information we collect about you. 

We collect personal information from the visitors to the website, from CSSi, clinical trial 

investigators, study researchers, other HCPs and through communications with physicians. We 

may collect, use, store and transfer different kinds of personal information about you depending 

on our relationship with you: 

• Identity data: may include names, title, that you may include in any communication with 
us. 

• Contact data: may include phone numbers, email addresses, other similar contact 
information that may be collected from you when you provide them in your 
communications with us, 

• Communication data: includes all communication between us and you  

• Professional data: job title, role, specialty, employer, and any other identity data that 
you may include in any communication with us. 

• Location data: We may collect your location data from GPS, your IP address, telephone 
codes and through your communications.  

• Technical data: We may collect your IP address, device, device characteristics, your 
login data, characteristics, operating system, referring URLs, browser type and version, 
time zone setting and location, browser plugin types and versions, operating system and 
platform, and other technology on the devices you use to access our website. We also 
collect information through cookies and similar technologies. Please see the Cookie 
Notice for further details. 

• Preferences: Your language preference when using the website and in communications. 

https://cssienroll.com/cookie-policy.html
https://www.linkedin.com/legal/privacy-policy
https://cssienroll.com/cookie-policy.html
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• Log and Usage data: Includes information about how (pages and files viewed, 
searches and other actions you take such as which features you use), and when you 
use our Website. Log and Usage service-related, diagnostic, usage and performance 
information is automatically collected when you access or use the website and which is 
recorded in log files. Device event information (such as system activity, error reports 
(sometimes called 'crash dumps') and hardware settings). 

9. Sensitive or Special category Data 

Sensitive or Special Category Data is personal data that needs more protection because it is 

sensitive, and we do not intend or wish to collect this type of personal data from you in the 

course of providing you with our services or during our interactions with you under this 

Privacy Notice. 

Where you choose to provide us with this information in your communication with us, we will 

only process that sensitive personal information in such jurisdiction if and to the extent 

permitted or required by applicable law. 

 

10. How we process and use your information 

We need your personal information to conduct our business and provide you with our services 
and information about our trials and medication Most commonly we will use your personal 
information in the following circumstances: 
 

• Where you have consented before the processing. 

• Where we need to fulfil a contract, we are about to enter or have entered into with you. 

• Where it is necessary for our legitimate interests (or those of a third party) and your 
interests and fundamental rights do not override those interests. 

• Where we need to comply with a legal or regulatory obligation. 
 
We will only collect, process and/or use personal information where we are satisfied that we have 

an appropriate legal basis to do so.  

EEA and UK residents: For more information on how we use and process your information see 

the section called “UK and EEA residents Below.” 

Californian residents: For more information on how we use and process your information see 

the section called “Californian residents Below. 

11. Withdrawing Consent 

If we rely on your consent to process your personal information, which may be express or 
implied consent according to the applicable law, you have the right to withdraw consent at any 
time. You can withdraw your consent by contacting us at info@areteiatx.com 
 
Please note that this will not affect the lawfulness of the processing before the withdrawal, nor 
when applicable law allows, will it affect the processing of your personal information on the 
basis of any other lawful ground other than consent. 



12. Will Your Information Be Shared with Anyone? 

Insofar as reasonably necessary for us in delivering information, our products and services to you 

and for the purposes set out in this Privacy Notice, we may share your personal information with 

the below parties that help us manage our business and deliver our products, or services: 

• Areteia Exhale Studies and their associated staff working on the study. 
• third parties we use to help deliver information, our products and services to you; 
• other third parties we use to help us run our business, eg website hosts, CROs; 

 

We only allow those organizations to handle your personal information if we are satisfied, they 

take appropriate measures to protect your information. We also impose contractual obligations 

on them to ensure they can only use your personal data to provide services to us and to you. 

We or the third parties mentioned above occasionally also share personal data with: 

• our and their external auditors, e.g., in relation to the audit of our or their accounts, in 

which case the recipient of the information will be bound by confidentiality obligations; 

• our and their professional advisors (such as lawyers and other advisors), in which case 

the recipient of the information will be bound by confidentiality obligations; 

• law enforcement agencies, courts, tribunals, and regulatory bodies to comply with our 

legal and regulatory obligations; 

• other parties that have or may acquire control or ownership of our business (and our or 

their professional advisers) in connection with a significant corporate transaction or 

restructuring, including a merger, acquisition, asset sale, initial public offering or in the 

event of our insolvency—usually, information will be anonymized, but this may not 

always be possible. The recipient of any of your personal data will be bound by 

confidentiality obligations. 

The specific kind of information we share will depend on your activities with us and only to the 

extent as required or permitted by law, 

Please note however that this Privacy Notice does not apply to sharing of personal information 

by third party providers who may collect personal information from you and may share it with us. 

In these situations, we strongly advise you to review the applicable third-party provider’s privacy 

notice before submitting your personal information. 

13. Is Your Information Transferred Internationally? 

We do business globally and may centralize certain aspects of our information processing 

activities and data storage in different countries. We may therefore have to share and transfer 

your personal information from one country to another, or even across multiple jurisdictions. 

Your personal information may therefore be subject to privacy laws that are different from those 

in the country where the personal information is collected or those in your country of residence.  

We will ensure your personal information has an appropriate level of protection and will 

undertake appropriate due diligence and risk assessments prior to transferring the information. 

We will ensure the transfer of your personal information in line with applicable Data Protection 



Law. Often, this protection is set out under a contract with the organization that receives your 

personal information. You can find more details of the protection given to your information when 

it is transferred overseas by contacting us at info@areteiatx.com. 

Where your jurisdiction of residence requires regulatory approval for transferring your personal 

information, we will only transfer your personal information outside that jurisdiction where a 

corresponding approval from the regulatory authority was obtained. 

14. How Long Do We Keep Your Information? 

We will only keep your personal information for as long as it is necessary for the purposes set out 

in this privacy notice, in accordance with our retention policies, unless a longer retention period 

is required or permitted by law. 

When we have no ongoing legitimate business need to process your personal information, we will 

either delete or anonymize such information, or, if this is not possible (for example, because your 

personal information has been stored in backup archives), then we will securely store your 

personal information and isolate it from any further processing until deletion is possible. 

15. -How Do We Keep Your Information Secure 

We have put in place appropriate security measures to prevent your personal information from 

being accidentally lost, used or accessed in an unauthorized way, altered or disclosed. We will 

review, monitor and update these security measures to meet our business needs, changes in 

technology and regulatory requirements. In addition, we limit access to your personal information 

to those employees, agents, contractors and other third parties that have a business need to 

know. They will only process your personal information on our instructions, and they are subject 

to a duty of confidentiality.  

Unfortunately, the transmission of information via the Internet is not completely secure. Although 

we will do our best to protect your personal information, we do not have any control over what 

happens between your device and the boundary of our information infrastructure. You should be 

aware of the many Information security risks that exist and take appropriate steps to safeguard 

your own information.  

We have procedures in place to deal with any suspected data security breach. We will notify you 

and any applicable regulator of a suspected data security breach where we are legally required 

to do so. 

16. Do We Collect Information from Minors? 

We do not knowingly collect data from or market to children under 18 years of age. 

By using the Website, you represent that you are at least 18 or that you are the parent or guardian 

of such a minor and consent to such minor dependent’s use of the Website. If we learn that 

personal information from users less than 18 years of age has been collected, we will deactivate 

the account and take reasonable measures to promptly delete such data from our records. If you 

become aware of any data, we may have collected from children under the age of 18, please 

contact us at info@areteiatx.com 



17. Third-party services, websites and plugins  

Please note however that this Privacy Notice does not apply to sharing of personal information 

by third party providers who may collect personal information from you and may share it with us. 

In these situations, we strongly advise you to review the applicable the third-party provider’s 

privacy notice before submitting your personal information. 

You should be aware that information about your use of our website (including your IP address) 

may be retained by your ISP (Internet Service Provider), the hosting provider and any third party 

that has access to your Internet traffic. 

Our Website s may contain links to third-party websites and plugins, for instance a social media 

login plugin. If you choose to use these websites, plugins, or services, you may disclose your 

information to those third parties.   

We are not responsible for the content or practices of those websites, plugins, or services. The 

collection, use and disclosure of your personal information will be subject to the privacy notices 

of these third parties and not this Privacy Notice. We urge you to read the privacy and cookie 

notices of the relevant third parties. 

18. Controls for Do-Not-Track Features 

Most web browsers and some mobile operating systems and mobile applications include a Do-

Not-Track ("DNT") feature or setting you can activate to signal your privacy preference not to have 

data about your online browsing activities monitored and collected. At this stage no uniform 

technology standard for recognizing and implementing DNT signals has been finalized. As such, 

we do not currently respond to DNT browser signals or any other mechanism that automatically 

communicates your choice not to be tracked online. If a standard for online tracking is adopted 

that we must follow in the future, we will inform you about that practice in a revised version of this 

Privacy Notice. 

19. What Happens If you Don’t Provide your Information?  

You may always choose what personal information (if any) you wish to provide to us. Please note, 

however, some of our information, products and services to you may be affected if you choose 

not to provide certain details, for example, we cannot reply to you without a name or contact 

details. 

20. Opting out of Marketing  

If you provide us with your contact details (e.g., email address), we may contact you to let you 

know about the products, services and events offered that we think you may be interested in.  

You can unsubscribe from our marketing and promotional communications by clicking on the 

unsubscribe link in the emails or by contacting us at info@areteiatx.com 

You will then be removed from the marketing list; however, we may still communicate with you for 

example to send you service-related messages that are necessary to respond to your requests 

or for other non-marketing related purposes. 



21. Cookies and other tracking technologies 

Each time you interact with our website, we may, depending on the consent provided and your 

jurisdiction, automatically collect personal information, including technical data about your device, 

your browsing actions and patterns, content and usage data. We collect this data using Cookies, 

server logs and other similar technologies like pixels, tags and other identifiers in order to 

remember your preferences, to understand how our website is used, and to customise our 

marketing offerings.  

 

Please see more information in the Cookie Notice here. 

22. What Are Your Privacy Rights? 

In some regions such as Canada, California, the EEA and UK you have rights that allow you 

greater control of and access to your personal information. 

These rights may include the right: 

• To request and obtain a copy of your personal information. 

• To request rectification and/or erasure 

• To restrict processing of your personal information 

• Data portability (if applicable) 

In certain circumstances you may also have the right to object to the processing of your personal 

data. You can make a request to exercise your rights by contacting us at info@areteiatx.com 

 
We will consider and act upon any requests in accordance with applicable data protection laws. 
 

23. Do We Make Updates to This Notice? 

Yes, we will update this notice as necessary to stay compliant with relevant laws. 

We may update this privacy notice from time to time. The updated version will be indicated by an 

updated "Revised" date and the updated version will be effective as soon as it is accessible. If we 

make material changes to this privacy notice, we may notify you either by prominently posting a 

notice of such changes or by directly sending you a notification. We encourage you to review this 

privacy notice frequently to be informed of how we are protecting your information. 

24. Further information for EEA and UK residents  

We are subject to the UK General Data Protection Regulation (UK GDPR) and the EU General 
Data Protection Regulation (EU GDPR) in relation to goods and services we offer to individuals 
and our wider operations in the UK and European Economic Area (EEA). 

 

https://cssienroll.com/cookie-policy.html


 24.1 EU Representative 

We have appointed IT Governance Europe Ltd to act as our EU representative. If you wish to 
exercise your rights under the EU General Data Protection Regulation (EU GDPR) or have any 
queries in relation to your rights or general privacy matters, please email our representative 
at eurep@itgovernance.eu. 
 
Please ensure you include our company name in any correspondence you send to our 
representative. 
 
 24.2 Details about our processing of your personal information 

The table below describes the ways we plan to use your Personal Data, and which Lawful Basis 

we rely on to do so. We have also identified what our legitimate interests are where appropriate: 

 

What type of data will be 
collected? 

For which purposes? On which legal basis? 
Retention 

Period 

• Identity data 

• Contact data.  

• Professional data 

• Location data  

• Preferences 

• Marketing and 
communications 
data  

For the purpose of educating 
physicians about the Exhale 
studies.  

Legitimate 
Interests: We may 
process your data when 
it is reasonably 
necessary to achieve 
our legitimate business 
interests which include 
contacting you by 
sending more 
information or calling 
you with more 
information about 
Exhale studies.  

2 years 

• Communication 
data  

• Location data  

• Technical data  

• Preferences. 

• Log and Usage 
data 
 

To maintain the security and 
operation of our website, and for 
our internal analytics and 
reporting purposes. 
 

Legitimate interest in 
maintaining and 
monitoring the 
performance of our 
website and its security 
and for us to constantly 
look to improve the 
website and the 
services it offers to our 
users, including when 
we respond to your 
queries and complaints,  

2 years 

• Identity data 

• Contact data 

• Communication 
data  

• Professional data 

• Location data.  

Clinical Trial Recruitment for the 
purpose of identifying and 
assessing suitability to assist in 
clinical trials and research 
studies and to provide services. 
 

Contract 2 years 

https://www.itgovernance.eu/en-ie
mailto:eurep@itgovernance.eu


What type of data will be 
collected? 

For which purposes? On which legal basis? 
Retention 

Period 

• Preferences 
 

• Identity data 

• Contact data.  

• Professional data 

• Location data  

• Technical data  

• Preferences 

• Log and Usage 
data 

• Marketing and 
communications 
data 

 

Rights and claims   
To enforce or apply our Website 
terms of use, our policy terms 
and conditions, or other 
contracts. To exercise our rights, 
to defend ourselves from claims 
and to keep to laws and 
regulations that apply to us and 
the third parties we work with. 
We may use the following 
personal data. 
 
 

Necessary for our 
legitimate interests (for 
running our business, 
provision of 
administration and IT 
services, network 
security, to prevent 
fraud) 
 

2 years 

• Identity data 

• Contact data.  

• Professional data 

• Location data  

• Technical data  

• Preferences 

• Log and Usage 
data. 

• Marketing and 
communications 
data 

 

Data subject rights   
Verifying your identity when you 
exercise your data subject rights. 
Fulfilling data subject rights 
requests. We may use the 
following personal data: 
 

Necessary for our 
legitimate interests (for 
running our business, 
and in the context of 
meeting our obligations 
under Privacy Law). 
 

2 years 

• Identity data 

• Contact data.  

• Professional data 

• Location data  

• Technical data  

• Preferences 

• Log and Usage 
data. 

• Marketing and 
communications 
data 

 

Legal requirement   
The processing is necessary for 
compliance with legal 
obligations, such as but not 
limited security requirements. 
 
To comply with applicable law, 
for example in response to a 
request from a court or 
regulatory body, where such a 
request is made in accordance 
with the law. 
 
 

Legal Obligations: We 
may disclose your 
information where we 
are legally required to 
do so in order to 
comply with applicable 
law, governmental 
requests, a judicial 
proceeding, court order, 
or legal process, such 
as in response to a 
court order or a 
subpoena (including in 
response to public 
authorities to meet 
national security or law 

2 years 



What type of data will be 
collected? 

For which purposes? On which legal basis? 
Retention 

Period 

enforcement 
requirements). 
 

• Identity data 

• Contact data.  

• Professional data 

• Location data  

• Technical data  

• Preferences 

• Log and Usage 
data. 

• Marketing and 
communications 
data 

 

Criminal activity  
To detect fraudulent or criminal 
activity, we may share 
information with forces such as 
the police. 

Legal Obligations: We 
may disclose your 
information where we 
are legally required to 
do so in order to 
comply with applicable 
law, governmental 
requests, a judicial 
proceeding, court order, 
or legal process, such 
as in response to a 
court order or a 
subpoena (including in 
response to public 
authorities to meet 
national security or law 
enforcement 
requirements). 

2 years 

• Identity data 

• Contact data 

• Professional data 

• Location data  

• Preferences 

• Marketing and 
communications 
data 
 

Marketing   
To measure and analyze the 
effectiveness of the advertising 
we serve you. 
 
We may collect IP addresses 
and store Cookies on visitors’ 
devices.  
 

Consent  
 
We may have to get 
your consent to use 
your Personal Data, 
such about you or when 
we want to send you 
marketing. 
 
 
Wherever consent is 
the only reason for 
using your Personal 
Data, you have the right 
to change your mind 
and/or withdraw your 
consent at any time by 
clicking the 
Unsubscribe button at 
the bottom of an 
applicable email or by 
contacting us. 

2 years 



What type of data will be 
collected? 

For which purposes? On which legal basis? 
Retention 

Period 

• Technical data  

• Preferences 

• Log and Usage 
data. 
 

Data analytics   
We use data analytics to 
improve our website, 
products/services, marketing, 
customer relationships and 
experiences.  

Legitimate interests in 
improving our website 
and services and we 
use Consent when 
placing cookies used 
for collecting personal 
data for analytics. 

2 years 

 

 
24.3 Your Rights 

Please see more details about your rights in the table below. In most circumstances, you do not 
need to pay any charge for exercising your rights. We have one month to respond to you.   
 

YOUR RIGHT DETAILS 

Right to be 
informed 

We have a legal obligation to provide you with concise, transparent, 
intelligible, and easily accessible information about your personal 
information and our use of it. We have written this notice to do just that, 
but if you have any questions or require more specific information. 

Right of 
access 

You have the right to ask us for copies of your personal information. This 
right always applies. There are some exemptions, which means you may 
not always receive all the information. When you request this data, this is 
known as making a data subject access request (DSAR). In most cases, 
this will be free of charge; however, in some limited circumstances, for 
example repeated requests for further copies, we may apply an 
administration fee.  
 

Right to 
rectification 

You have the right to ask us to rectify information you think is inaccurate. 
You also have the right to ask us to complete information you think is 
incomplete. This right always applies.  
 

Right to 
erasure 

You have the right to ask us to erase your personal information in certain 
circumstances. We have the right to refuse to comply with a request for 
erasure if we are processing the Personal Data for one of the following 
reasons: 

• To exercise the right of freedom of expression and information. 

• To comply with a legal obligation. 

• To perform a task in the public interest or exercise official authority. 

• For archiving purposes in the public interest, scientific research, 
historical research or statistical purposes. 

• For the exercise or defense of legal claims. 
 



Right to 
restriction of 
processing 

You may ask us to stop processing your Personal Data. We will still hold 
the data but will not process it any further. This right is an alternative to 
the right to erasure. If one of the following conditions applies, you may 
exercise the right to restrict processing: 

• The accuracy of the Personal Data is contested. 

• Processing of Personal Data is unlawful. 

• We no longer need the Personal Data for processing, but the 
Personal Data is required for part of a legal process. 

• The right to object has been exercised and processing is restricted 
pending a decision on the status of the processing. 

 

Right to 
object to 
processing 

You have the right to object to processing in certain circumstances. You 
can also object if the processing is for a task carried out in the public 
interest, the exercise of official authority vested in you, or your legitimate 
interests (or those of a third party). 
 

Right to data 
portability  
 

This right only applies if we are processing information based on your 
consent or for the performance of a contract and the processing is 
automated. 
 

 

  24.4 Complaints 

We hope that we can resolve any query or concern you raise about our use of your information. 
Please contact us at info@areteiatx.com first and title your email “Complaint”. All complaints 
will be treated in a confidential manner, and we will try our best to deal with your concerns. 
 
You have the right to lodge a complaint with a supervisory authority in the EEA member state 
where you work or normally live or in the UK, or where any alleged infringement of Data 
Protection Law occurred.  
 
The details of European supervisory authorities can be found here: Our Members | European 
Data Protection Board (europa.eu) 
 
The supervisory authority in the UK is the ICO, which may be contacted at 
https://ico.org.uk/concerns or by telephone on 0303 123 1113.  
 

25. Further information for Swiss residents 

We hope that we can resolve any query or concern you raise about our use of your information. 
Please contact us at info@areteiatx.com first and title your email “Complaint”. All complaints 
will be treated in a confidential manner, and we will try our best to deal with your concerns. 
 
If you are a resident in Switzerland, the contact details for the data protection authorities are 
available here: https://www.edoeb.admin.ch/edoeb/en/home.html. 

https://edpb.europa.eu/about-edpb/about-edpb/members_en
https://edpb.europa.eu/about-edpb/about-edpb/members_en
https://ico.org.uk/concerns/
https://www.edoeb.admin.ch/edoeb/en/home.html


26. Further information for Californian Residents 

26.1  Do California Residents Have Specific Privacy Rights? 

Yes, if you are a resident of California, you are granted specific rights regarding access to your 

personal information. 

California Civil Code Section 1798.83, also known as the "Shine The Light" law, permits our 
users who are California residents to request and obtain from us, once a year and free of 
charge, information about categories of personal information (if any) we disclosed to third 
parties for direct marketing purposes and the names and addresses of all third parties with 
which we shared personal information in the immediately preceding calendar year. If you are a 
California resident and would like to make such a request, please submit your request in writing 
to us using the contact information provided below. 

If you are under 18 years of age, reside in California, and have a registered account with the 
Website, you have the right to request removal of unwanted data that you publicly post on the 
Website. To request removal of such data, please contact us using the contact information 
provided below, and include the email address associated with your account and a statement 
that you reside in California. We will make sure the data is not publicly displayed on the 
Website, but please be aware that the data may not be completely or comprehensively removed 
from all our systems (e.g. backups, etc.). 

The California Code of Regulations defines a "resident" as: 

(1) every individual who is in the State of California for other than a temporary or transitory 
purpose and, 

(2) Every individual who is domiciled in the State of California who is outside the State of 
California for a temporary or transitory purpose, 

All other individuals are defined as "non-residents." 

If this definition of "resident" applies to you, we must adhere to certain rights and obligations 
regarding your personal information. 

26.2 What categories of personal information do we collect 

We have collected the following categories of personal information in the past twelve (12) 
months: 

Category Examples Collected 

A. Identifiers Contact details, such as real name, alias, postal 
address, telephone or mobile contact number, unique 
personal identifier, online identifier, Internet Protocol 
address, email address and account name 

YES 

B. Personal information 
categories listed in the 

Name, contact information, education, employment, 
employment history and financial information 

YES 



Category Examples Collected 
California Customer 
Records statute 

C. Protected classification 
characteristics under 
California or federal law 

Gender and date of birth 
NO 

D. Commercial information Transaction information, purchase history, financial 
details and payment information 

NO 

E. Biometric information Fingerprints and voiceprints 
NO 

F. Internet or other similar 
network activity 

Browsing history, search history, online behavior, 
interest data, and interactions with our and other 
websites, applications, systems and advertisements 

YES 

G. Geolocation data Device location 
NO 

H. Audio, electronic, visual, 
thermal, olfactory, or similar 
information 

Images and audio, video or call recordings created in 
connection with our business activities 

NO 

I. Professional or 
employment-related 
information 

Business contact details in order to provide you our 
services at a business level, job title as well as work 
history and professional qualifications if you apply for a 
job with us 

NO 

J. Education Information Student records and directory information 
NO 

K. Inferences drawn from 
other personal information 

Inferences drawn from any of the collected personal 
information listed above to create a profile or summary 
about, for example, an individual’s preferences and 
characteristics 

NO 

We may also collect other personal information outside of these categories instances where you 

interact with us in-person, online, or by phone or mail in the context of: 

• Facilitation in the delivery of our Services and to respond to your inquiries. 

26.3 Opt-Out? 

You may contact us by email at info@areteiatx.com 

If you are using an authorized agent to exercise your right to opt-out, we may deny a request if 
the authorized agent does not submit proof that they have been validly authorized to act on your 
behalf. 

26.4 Do we sell your data? 

We do not sell your personal information. 

 

26.5 Your rights with respect to your personal data 

Right to request deletion of the data - Request to delete 



You can ask for the deletion of your personal information. If you ask us to delete your personal 
information, we will respect your request and delete your personal information, subject to certain 
exceptions provided by law, such as (but not limited to) the exercise by another consumer of his 
or her right to free speech, our compliance requirements resulting from a legal obligation or any 
processing that may be required to protect against illegal activities. 

Right to be informed - Request to know 

Depending on the circumstances, you have a right to know: 

• whether we collect and use your personal information; 
• the categories of personal information that we collect; 
• the purposes for which the collected personal information is used; 
• whether we sell your personal information to third parties; 
• the categories of personal information that we sold or disclosed for a business purpose; 
• the categories of third parties to whom the personal information was sold or disclosed for 

a business purpose; and 
• the business or commercial purpose for collecting or selling personal information. 

In accordance with applicable law, we are not obligated to provide or delete consumer 
information that is de-identified in response to a consumer request or to re-identify individual 
data to verify a consumer request. 

Right to Non-Discrimination for the Exercise of a Consumer's Privacy Rights 

We will not discriminate against you if you exercise your privacy rights. 

Other privacy rights 

• You may object to the processing of your personal data. 
• You may request correction of your personal data if it is incorrect or no longer relevant or 

ask to restrict the processing of the data. 
• You can designate an authorized agent to make a request under the CCPA on your 

behalf. We may deny a request from an authorized agent that does not submit proof that 
they have been validly authorized to act on your behalf in accordance with the CCPA. 

• You may request to opt-out from future selling of your personal information to third 
parties. Upon receiving a request to opt-out, we will act upon the request as soon as 
feasibly possible, but no later than 15 days from the date of the request submission. 

• To exercise these rights, you can contact us by email at info@areteiatx.com, or by 
referring to the contact details at the bottom of this document. If you have a complaint 
about how we handle your data, we would like to hear from you. 


